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BELLSOUTH®

Critical Infrastructure

Over 100k Dispatches/Day
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20% of the Nation’s Critical Telecom Infrastructure
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BELLSOUTH®

History of Response

From 1992 — 2006, we have responded to:
e 24 Hurricanes ‘

6 Ice Storms
5 Floods

2 Chemical Spills
Florida Wildfires

Countless Tornadoes

We had a good foundation but recognized that
there continue to be new sets of challenges.
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BELLSOUTH®

Emergency Management - Evolution
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BELLSOUTH®

Governance Structure

Business
Continuity
and Security
Council

Business Corporate
Drills and Emergency Continuity and SO Capabilities
. . Tracking and ..
Emergencies Disaster & Policies

National Critical Infrastructure Protection
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BELLSOUTH®

Response Capabilities

e 1200 Generators

e Primary and Backup
Emergency Control Centers

e 5 State-wide Emergency
Operations Centers

e Portable Microwave Tower
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BELLSOUTH®

Emergency Management - Evolution

Governance
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BELLSOUTH®

Emergency Management - Structure

Emergency Event:
- Command & Control
- Crisis Management <

- Communications _
management Network Emergency Operations Center

Corp Real Estate & Services Information Technology Crisis

Network Crisis Team

Crisis Team Team
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BELLSOUTH®
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BellSouth Threat Assessment

Threats

Drills &

Real Events

BELLSOUTH®

Cyber: Crime: Terrorism: Natural Disaster: Industrial Medical: Civil Unrest

Intrusions Workplace Chemical Hurricane Accidents: Epidemic Riots

Attacks Violence Biological Tornado Hazardous Pandemic Looting
Violent Crime Radiological Earthquake Materials Breakdown of
Fraud Nuclear Flooding Transportation local authority
Theft Explosive
Misuse

Cyber: Crime: Terrorism: Natural Disaster: Industrial Medical: Civil Unrest

Nov 05 — Email June 05 - June 05 — July 05 — Dennis Accidents: Feb 06 — Aug 05 -

Worm & Workplace Anthrax in Aug 05 - Katrina Jan 04 & May 04 Pandemic Katrina

Compromised Violence Drill mailroom Drill Sept 05 - Rita — Chemical fires Drill

Data Drill Mar 05 — Mar 05-Bombs | 505 - Wilma in Ga.

May 04 — Sasser | Threats from Fla | in2BLS 2004 - 4 June 04—

Worm ex-employee Buildings Drill hurricanes Chemical spill

Feb 04 — with firearm Mar 04 — 911 Jan 05 —

Broadband DoS style attack in Chemical spill in

attack Drill Atlanta Drill Graniteville

2002 — May 2006

General & Executive Drills

Real Events

Total
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BELLSOUTH®

Emergency Management 2006 Drill Plans

and published threats of more planned across city. No
BellSouth buildings involved in initial attacks.

Scenario Timing Drill Focus
Flu Pandemic — infection is spreading. BellSouth February e Security Team Dirill
response as impacts gets closer and finally when first = Corporate response as BellSouth sees increased impact and finally
employee is diagnosed has to address mass employee issues
< HR, CRES, PR, etc., preparations
= Gaps in existing policies and procedures
Communications Drill May = Security Team — 3N Notification test
Hurricane Preparedness — Are we ready? May « Security Team Dirill
* Ensure Crisis Team readiness
= Katrina Lessons Learned implemented
Chemical spill at Charlotte Port due to hurricane June = Security Team / HAZMAT Crisis Team
= HAZMAT Activation Decision Process
= HAZMAT Chain of Command, Response, & Reporting
Corporate Airplane Crashes July = Aviation Crisis Team & Core Security Team Dirill
= Interaction of Aviation Crisis Team with Security Team and other
Crisis Teams
« Situation Management - skills and resources
Alternate communications drill — test communications July e Chairman’s Council & Security Team Drill
capabilities with 2 way radios « Dirill utilizing 2 way radios for communications
Security Team Review of Corporate Aviation Disaster August e Security Team Dirill
= Understanding of policy changes
= Ildentify corporate wide impacts and potential response gaps
Flu Pandemic — Activation of BC Plans Aug/Sept = BC Crisis Team / Security Team
= BC Plans coordination across BUs — identify gaps and cross-BU issues
Communications Drill October « Security Team — 3N Notification test
Terrorism — 4 simultaneous explosions in Port of Miami November Security Team Drill

Building security decisions
Employee security decisions
Availability to manage all critical business functions
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BELLSOUTH®

Emergency Management - Communication

Communications Bridges G il
Incident checkpoint briefings o
Communications Hotlines
Ongoing status and information exchange
BellSouth Employee I'm Okay Line
Internal check to account for each

ing 710-627-4367 + Your GETS card #
+ Aren Code + Phone Number
Officer Emergency Bridge
T 8662507485 2059689300

TECH Commumnity Employee Emergency
Leadership Hotline Hotline
4045720751 EVMISTAMT  BiS-Info-NOW P

P sn mas sVl I P

N mme P iy
Security Council Emergency Communications

Immediately following on incident:  GETS Access (No toll free #s)
Step 1-Collect WPS phone & GETScand. T10-627-4387 + Your GETS card #
Mumber

Step Efbmﬂe Se_(urt'p' Council bridge + hrea Code + Phane Mumibs
e I I l | O e e within § mintes to assess Security Council Bridge
stuatian BAED30T4BS  E059684300
Step 3-Security Feam Lead will provide — Access Code: 722874
updcte wihin X0 minutes Subscriber Code®; 749799
BellSouth Info-NOW sy seic

372 + Avea Coel My red 1% is pressi ~
This Should be Maintained with a High Level of Seci

Ongoing status information to BellSouth v e L
(XXX-XXXX)
employees | |
GETS
Increases probability of completing a wireline
emergency call
Wireless Priority Telephone
Increases probability of completing a
wireless emergency call
Satellite Phones
Communications via satellite technology
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1-XXX-BLS-I'm Okay
(XXX-XXXX)

@ BELLSOUTH®

Government Emergency
% Telecommunications Service

123 456 789 012

Name: Zachary L. Johnson

Organization: OMNCS - N2




BELLSOUTH®

Hazmat Capability

e Screened 100 Applicants, Selected 18 Members
e Completed Over 25 Training Courses
e 300 Hours of Drills 7
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BELLSOUTH®

Emergency Management - Tools

Event Planning Event Management

Event Management Home Page L

2 S T A B A T i e 0w want o & Questions/Issues —
2 s 102 g s nom s on ke
= = add new announcerment 13 B
B
:
:
1 Action Item Tracking m
i) Tazke . - i
SEETSETER oo e e bt 90 i o Crisis Team Repository e Tk e .

\ Emergency Evert in Progress
=y Corporate Securty Crsis Team

=& cone

Execution Playbook e Dnurens
Situation DescrpuoTT ATUOTTS ) ) . )
Virus being passed from human | International travel restriction issued Select 3 View Library llocated to the Comporate Secunty Crisis Team for use during an emeraency event,
to human on other continents Internationally stationed employees evacuated p—
Offshore Governance Council monitoring all offshore operations. AH DUCUmEﬂtS ! g 3 .
Security Team placed on alert e ocumet | ) Ul Ducument | Up | e o | e | .EEd\tm Dafechieet
BC Crisis Team activated, monitoring events, working with BUs to EXD‘UV’EI’ uiEW
address:
T Gritical functions ity Type Kame Modified Shodfed y Checked Out To
e oy from JIT vendors '@ ACCESS ETTER_THOV Y06 11124 AN HoGrath, Trudy
HR Crisis Team activated & evaluating policies to address Aeiong
response to widespread fiu outbreak E— @j Guard Assessment Template 01-01-200% 34/2008 11,23 A M, Trudy
EH% ISstsoL::igi::?;T;gldoavneosr;z;otective supplies ElAdd tU M‘{ Lmk g
_ Suppliers to utilize for protective supplies ﬂ Gusrdedstes_Bowl_092009 1500 311/2006 11,23 A Hearath, Trudy
- Services changes (office cleaning, filter replacements, etc.) EMM me
Supply Chain ordered supplies as definedby EHS
Contract resources utilized by Network to meet increased orders T
for telecommuting
Pre-defined Employee Communications Plan activated
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BELLSOUTH®

Emergency Management — Scenario Planning

Scenario #1

Security
Team

HR

PR

Corporate
Security

Virus being passed from
human to human on other
continents - with significant
transmission levels

Team placed on alert

HR Crisis Team activated &
evaluating policies to address
response to widespread flu
outbreak

Employee Communications
Plan activated

International travel
restrictions issued for
certain locations if risk
assessment of the
transmission severity
indicates it is warrented
Internationally stationed
employees evacuated if the
risk assessment warrants
evacuation

Offshore Governance
Council monitoring all
offshore operations

BellSouth region.

Security Team acti
meetings

Security Council g
and receiving dail

] Scenario #2 [
First cases of human to human
transmission of Avian flu in th
United States confirmed —

Scenario #3 Scenario #4 I Scenario #5 ]

tin

yated - daily

Aol

First infection confirmed in
BellSouth region - not an
employee

Security Team remains activated -|Security Team remains activated -

South Employee
infection comft d - 1 metro
area reporting infectio

resulting in 5% of workforce
absent for 2 weeks (Social
istancing in effect)

abse!

Security Team remains acti

Aol

{Secu

Scenario 3

Aol

Providing general

First infection confirmed in BellSouth region - not an employee

Security Team

Security Team remains activated - daily meetings
Security Council on alert and receiving daily updates from team.

Continue to execu
Communications |

HR

HR Crisis Team providing policy guidance far:

- Employees who refuse to came to work

- Bupervisor's ahility to send employee exhibiting flu symptoms
harme

- Employee requesting to go home due to cowarkers exhihiting
flu symptoms

Corporate wide ahsenteeism repoding process activated

International trave
issued for certain

PR

Continue to execute Employee Communications FPlan
- Leadership Team communication via BTH

- Directar and above |etter distributed

- MewrsFlash publizhed

nent of the
severity indicates
Internationally sta
evacuated if the
warrants evacuatit
Offshore Governa
monitoring all offs
All non-essential ¢
restricted
External Security |
information from:
World Health Or¢
Center for Disea
Department of H
Health & Human
Impacted State &
Emergency Manai

Corporate
Security

International travel restrictions issued for certain locations if risk
assessment of the transmission severity indicates it is
warrented

Internationally stationed employvees evacuated ifthe risk
assessmentwarrants evacuation

Offshore Governance Council monitaring all offshore operations
All non-essential domestic travel restricted
External Security manitoring information from:

World Health Qrganization

Center for Disease Contral (CDC)

Department of Homeland Security

Health & Human Services

Impacted State and Local Emergency Management

Scenario #6

BellSouth Employee infections BellSouth Employee infections
resulting in 25% of workforce

nt for 2 weeks (Social

Distancing in effect)

rity Team remains activated -

1 meetings

‘ity Council on alert and
/ing daily updates from team.

risis Team providing policy
nce - continuing.

dyee response center remains
ited.

rate wide absenteeism

ing remains in place.

Que to execute employee
wunications plan. Continue to
ewsFLASH for enterprise-
announcements.

InfoNOW messages.

or weekly updates to both

et and Internet web pages,
1ding on news available.

2 BTN and banners on BNN
propriate.

ational and domestic travel
stions remain in effect .

ore Governance Council
oring all offshore operations.
itive Protection leadership
ity plan remains activated
yrate security coordinates

is to restricted areas if

ssary.

security responds to potential
nrest - coordiates with local
aforcement

nal Security monitoring

hation from:

rld Health Organization

ter for Disease Control (CDC)
artment of Homeland Security
Ith & Human Services

acted State and Local

gency Management

Security coordinates with

5 to ensure that minimum

ity guard manning

ements are maintained

I Scenario #7

BellSouth Employee infections
resulting in 40% of workforce absent
for 3 weeks (Social Distancing in
effect)

Security Team remains activated - daily
meetings

Security Council on alert and receiving
daily updates from team.

HR Crisis Team providing policy
guidance - continuing. Employee
response center remains activated.
Corporate wide absenteeism reporting
remains in place.

Continue to execute employee
communications plan. Use NewsFLASH
for enterprise-wide announcements.
Continue InNfoNOW updates.

Continuous updates to both intranet and
Internet web pages.

Continue BTN updates and banners on
BNN as appropriate.

International and domestic travel
restrictions remain in effect .
Offshore Governance Council monitoring
all offshore operations.
Executive Protection leadership continuity]
plan remains activated
Corporate security coordinates access to
restricted areas if necessary.
Corp security responds to potential civil
unrest - coordiates with local law
enforcement
External Security monitoring information
from:
World Health Organization
Center for Disease Control (CDC)
Department of Homeland Security
Health & Human Services
Impacted State and Local Emergency
Management
Corp Security coordinates with CRES to
ensure that minimum security guard
manning requirements are maintained
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Ongoing Security Awareness

3 Security at BellSouth - Microsoft Internet Explorer provided by BellSouth
EPW Edit View Favorites Tools  Help Im portant
ek - (D [x] [B] OB D semen e rmvome: €2 (2 Security Links
Address | ] http:ifsecurity  bls.comjhame. shtml b
BELLSOUTH" Security at BellSouth

Regular
SecuritySense
Articles

Order InfoNOW and I'M DK Tools Today Important Security Links Security Sense

1-xxx-BLS-Info_ NOW
1-xxx-BLS-I'm-OK

Order Key Chain Cards or Badge Stickers Mow!

Security Sense Feature Article

Corporate Security and Business Continuity

Corporate Security Home
Clairnsweb (reporting accidents, damage, andfar injury)

Incidents Reparting (Fraud, Wislence, Thefr, Data Security]
Corporate Security Investigators
International Security

Emergency Management

Who iz my Building Emergency Manager? This Bsu=
Shelter in Place Information

Ernergency Operations Web Partal
Ernergency Managernent Structure
T GK and Tnfa-How Corporate
BellSouth Homeland Security .
Building Evacustion Procadures Security
Ernergency Managernent Site

ey et S Standards | | | (iore areicies Online

Information Security

spells it out.

Security
Do’s and
Don’ts

Heme Security Initiatives Securlty
Got Spam? Cusruisw Training

Rernote Access High Level Deliverable Status as of Mow 10, 2005
. . ;
mply with Corpor'ate IntranEthr\tranet I.Dubllshlng Falicy Security Initiative Calendar as of Mow 10, 2005
_t St d d EDS Security Sclutions Business Unit Irmpacks as of Mow 10, 2005
urity Standards. - Program Dascriptions as of Aug 19, 2005 |
Corp Security dard

Security Awareness Training

CES Index

DO keep all laptop cormP\gers. ipagers and any other portable

The Security Awareness Training has been updated to incude
devices secure.

important information about Sarbanes-Cxley (SOH)
To take the training class - KOOODEW. 01 - go ko the BellSouth
Learning Connection.

Questions - Security at BellSouth
PC Health Check PC Health

| !
@: Check — s men o] Ask

Building Access

DO wear and display your cornpany ID badge when you are on
company property,

DON'T discuss, provide, or release customer or Company
proprietary information.

Building Access - Photo Ids

PC Security

DO ssfeguard custormer credit card information at all tirmes.
DO report suspected fraud to Corporate Security,

DO run PC Health Check monthly.

DO read and comply with the Corporate Security Standards.

Qutpace

Computer Virusg Cyber Flt Securlty
Link and FAQ'’s

Mo disclosure outside BellSo

DON'T bring any type of weapon on to Company property,

Caontent awner info

@ Done ﬁ Local intranet
P .

ntationl
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Ongoing Security Awareness

© BelSouth ond Nationsl Security ISt ute, Inc

>>SecuritySense

Vou've heard the phrase ‘any port
in 0 storm’ but soeme ports ore
Ietter than others, And for some
‘sccidents or emergencies, you
ore better off staying put rather
han trying i evocunte

BeliSouth has o repusation for
being prepored for emergency
situgtions, whether fire, medical
or weather reloted. Unfortunote-
By, the possibiities for cther types

© Belfiouth asd ool Security ks

>> SecuritySense

What to do? Leave it ON or turn it OFF?

-~
\

WHICH IS 177

Whi to be
concerned with censenving

con

energy, the obility to quickly

wstoll security patches

more important in todoy's
environment,

Please remember to turn off Bghts and any pewer consuming devices
whenever possible to save energy, but . ..
LEAVE YOUR DESKTOP COMPUTER ON WHEN YOUR SHIFT IS OVER.

In cose of an &
Shelter-in-Floce
by

ot home or in a BeilSouth foil

B "o Wl it e g

in Plot

3ins o
wleas
inthe

Towth

agema
1 buid

ing s secure and sealed from
outside oir intrusion

© i you hove acoess to o roedio.
tum it on and monitor emer-
gency broadomts.

@ ¥ you ore outside of in your
wehicle, seek shaiter. Do not
try 1o get closer to the incident
o sew what happered. I

Did you knew o security breach can harm BeliSouth's
reputation - not be mentio s prafits? In o recent
survey of 10000 LLS. consumers, o whapping 92% of
conzumers wha receive a security-breach notification
blame the arganization that suffered the attack.
Almost a fifth— 19% - said such a notification prompts
them totake their business slsewhere, and ancther
40% consider doing so.

The writing an the wal is hard b= mizs: all employzes
must ko their part b moke sure BellSouth's netwark
and information remain secure, bacause a breach
affects sverybody.

Nat anly do security breaches cost businesses
customers - they can couse kwsuits s wel
Appresimately §% of regpondsnts to the survey said
they've hired @ lawyer 2 a result of notificatiors.
Legal experts point cut that 5% may notseem
like @ high figure; up to 50 million Americans have

DATA PRIVACY
Are You a Security Risk?

And, intemal security breaches and information
leakage resulting from intemal perscanel are a major
concemn. The risks of sersitive intemal information
lzakage, and the risks posed by insiders, are mast
frequently identified as posing a very high compliance
risk. BelSouth is giving a high priority to pladng
greatsr contrals on information, such as sensitive
content circulated within the organizationor access to
external infarmation.

Ata time when reguiatory corrplience and recent

Y ¥ make
headiines, BellScuth iz placing a very high valus an
taols o secure sensifive information resources. You'll
b= hearing mare about Data Privacy, what needs o be
protected and how to protect it. Remember o protect
other people’s personal information you sncourker
everydayan your job just|

e

received notifi nof a security breach.
mere than 2 millien LS. conaumers may have hirsda
legl beagle o suz businesses awer scurity problema.

Watch mare i
Data Privacy,

© 2006 BellSouth Corporation

form s run by @ phishing op

the main Web

© BelEouth asd Netional Security ImSibate, lae.

e —

>> SecuritySense

 th past six moeths

Nl BE PHISH BAIT

DDITIONA

switchi

pr——

phithing e me

more sophisticoted and d

S TO

FROM BEC

wou do

e from o compa

2ok ever vend

acces

¥OU OTe Ghing up our

er you find in the e-r

were often unprofessional

o phishing o @
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BELLSOUTH®
Real Events — Hurricane Katrina

August 30, 2006
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BELLSOUTH"®
Real Events — Hurricane Katrina
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BELLSOUTH"
Real Events — Chemical Spill

Graniteville Crash Site

January 6, 2005

i
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BELLSOUTH"
Real Events - Chemical Spill

Central Office
Graniteville, SC

-

Approximately
200 yards

1

Chemical Spill Site

© 2006 BellSouth Cororation 21




Real Events — Chemical Spill
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BELLSOUTH"
Real Events — Computer Worms & Viruses

1 = ‘) AN v F
T kY Y '_-f_ gl - nOoF
B i L \ g *
} b, N LA
el L 8
"
\
\

Call 1 XXX BLS Info NOW for Instructions
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BELLSOUTH®

Pandemic Planning — Event Across Time

New Challenge - Response activities will be required
over an extended period of time

Infections

A i -~

* Employee & media
communications

» Address Legal Liabilities

» Workforce management

* Reporting requirements

* Address additional
network load — internal &

» Stem panic—employee
! communications

» Security Team active : I\\/Il\; %t;?r:;einnc]:?::sge%rzzrlllt external telecommute
* Monitor health info | volume i
data sources : !
Travel restrictions * Masks Issued to
* employees ! !
« Monitor offshore ops [ i y ! :
_| - Employee
communications !
i s é é > Time
Cases in Cases Cases in BLS Employee
Asia & Europe in US Atlanta Diagnosed
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BELLSOUTH®

Emergency Management Continuum

Business

Continuity
and Security
Council

Corporate

Security Capabilities
Tracking and & Policies

Drills and BU_Sin_ess
Emergencies Emergency Continuity and

Disaster

‘A.A.A

National Critical Infrastructure Protection
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