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Network Security — challenges
for world class events

WARPS
and the 2012 Olympics

(Warning, Advice and Reporting Points)

WARP

Warning, Advice and Reporting HIIII

John Harrison,
Consultant to ORY
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Ny  -do London 2012 Olympics need a WARP
nen - do they need a WARP

e HOw - can this WARP be provided
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WARP Vision

WARPs
- becoming endemic

WARP Register

There are chear benefits in
ensuring that one WARP can trust
angther when sharing information. To
this end NISCC has created a WARP
Register of approved WARPs.

This register is available at
WL AT oV warpregister

WARPS - taking
off worldwide?
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WARP Benefits for the Olympies

e Creating Awareness
e Better Protection of large investment in ICT systems

» Filtering service for Warnings & Advisories
— Customised to meet needs of Olympiad community
— Cost effective
— Targetted delivery

 Network for advice, contacts and sharing Best Practice
* Highly Relevant Early Warnings

e Learn from other WARP communities

 Reduced threat to everyone else

e
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Filtered Warnings Application
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http://www.london2012.org/en/
QQY
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- e aa . Countdown to London 2012

Six Years

. Cne Month

B Eight Minutes

London 2012 images

i View images of the London
| 2012 Games, including

i artists’ impressions of the

i Qlympic Park.

| View picture gallery

- Quick links

| Information for vour business

| Business and London 2012
4 Chck hera to find cut more »

| I r

Partnerships key to Games success

| Avoid e-mail scams

26 May: ODA Chief Executive David Higgins
has spoken about the importance of
partnerships in ensuring the success of the

i Register yvour interest as a

i Sign up to receive our e-

. Olympic Stadium images . Daley to train young - Vacancies

| Read the Candidats File | athletes

To register to receive London
12012's e-newsletter

23 May: O

=7 Avold e-mall scams

Link To Us Site Map FAQ  Accessibility  Privacy Policy Terms and Conditions  Contact Us




http://www.london2012. org/en/ourvision/security. htm
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Our Bid

Interactive map
The Olympic Park
Sports and venues
The Paralympics

Best-ever Games transport

A sustainable Games
Unrivalled security expertise
A lasting legacy
: The sight of the Bobby on the beat is as familiar to
Olympism and culture tourists as Trafalgar Square and Big Ben.

Total Government support But the Met also boasts unsurpassed expertise in MANAGINRG
major events safely and unabtrusively.
Accommeodation
e In 2003 they policed 4,500 public and 450 sporting events in
Security additron to 40 ceremonial cccasions, including the Rugby World
Cup victory parade.,

- :
LS Ghmen And every year nearly 1m pecple attend the world-famous

Matting Hill Carnival - the world's largest strest party and a
spectacular celebration of London's diversity as well as a
byword for successful community policing.

The UK security services also already have experience of the
specific challenges of hosting an Olympic Games. As chair of
the Olympic Security Advisory Group, the UK was instrumental Backing the Bid:
in ansufing that the Athens Games passed off safely and Joanna Lumley

successfully. =

For 2012, the Met is working closely with London 2012 on an
all-encompassing securty plan in which counter-terronsm,
crowd management, general policing and other measures will
be developed in line with established public safety strategies.

personal achievemaeant
Its full resources, now in excess of 30,000 officers, as well as excites me, The Olympics
regianal police forces and other policing agencies, would be izn't only & sporting Faast -
dedicated to ensuning a safe and secure environment in 2012 it's & celebration of culture
for athletes and spectators alike. and creativily too - and that
gets my vote.”

Already, Met experts are giving specialist advice to archstects
and masterplanners to ensure not only a safe and secure
Games, but a safe and secure, cnme-free, environment far the
future.
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Department of Homeland Security
Information Analysis and Infrastructure Protection Directorate

CyberNotes

Issue #2003-26 December 31, 2003

CyherNaotes is published every two weeks by the Department of Homeland Securityv/Information
Analysis and Infrastructure Protection (IAIP) Directorate. Its mission is to support security and
information system professionals with timely information on cyber vulnerabilities, malicious scripts,
information security trends, virus information, and other critical infrastructure-related hest
practices.

You are encouraged to share this publication with colleagues i the mformation and infrastructure
protection field. Electronic copies are available on the Department of Homeland Security Information
Analysis Infrastructure Protection Directorate Web site at http://www nipe gov.

Please direct any inquiries regarding this publication to the Editor-CyberNotes, Room 5903, 935
Pennsylvania Avenue, NW, Washington, DC, 20535

Bugs, Holes & Patches

The following table provides a vear-end summary of software vulnerabilities identified between
December 6, 2002 and December 12, 2003, The table provides the vendor, operating svstem, software
name, common name of the vulnerability, potential risk at the time of publication, and the CyberNotes
1ssue 1 which the vulnerability appeared. Software versions are identified if known. This information is
presented only as a summary; complete details are available from the source indicated in the
endnote. Please note that even if the method of attack has not been utilized or an exploit script is not

currently widely available on the Internet. a potential vulnerability has been identified. Updates to items
appearing in previous issues of CyberNaotes are listed in bold. New information contained in the
update will appear in italicized colored text. Where applicable. the table lists a “"CV E number” (1n red
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US Cybernotes 2003 —
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Veador Operuiing Software Name {.u_mm Rask* CyberNotes Tssue
Syztem Name
3Com" Bulcple SuparStack 3 Firawall SuparSmack 3 Firewall Cozsenr Medum Cybacliotes-2003-06
ss Bvpassizg
ICom ™ Miulrpls Suparitack [LRAS 1500 Superiteck [TRAS 1500 Lovar’ Madiuny Cybacklotes-2003-07
Malicious [P Header Dezdal of
Service & [zadeguate
Authantication
ID-FTP" Windows ID-FTP Chisee 4.0 3D-FT? Cliant Baifer Ovsedow Cybackiotes-2003-08
Iwrame Seftweze’ Mulopla Dick Managemee: Softwam 1.10 Dask Mezagemae: Danial of Cybatiotes-2003-03
020, 1.10.012 Sarvics
4D et Wizdows WebSTAR £2-5.24, 53,531 40 WS TAR Femots Bulfer Hish Cybeckiotes-2003-19
Crearflon
Abugg-50L™ iulrmls Abmee-5D1 0.7.0 Aburo-50L Buffar Cvardlew Hich Cvbecliotoe-2003-13
access rafares. Uix: Apachemod_ acces:_rafscer 1.0.2 Apache Mod Accecs_Raftoer Low Cybacliotes-2003-08
o CLRe T Famots Danial of Service
TR TR R Winderws Bamnate PO Accass 1.1 Fsemots PO Access Dantal of Low Cybacliotes-2003-11
po.com'™ Sarvics
AlCLogic Bulepls CozaF TP CasarF TP Bamote Danial o
Acme Laboratories'™ | Unix cherpd 2216, 271, 122, 22361 therpd defamg() Femore Buf|
" Orverflow
SuSE fuwes CVE Name: CAN-IDD3053
advizery™
Acme Laboratories™ | Unix Acme mi=i_bitpd 101, 10, therpd! mixi_bicpd Director)
L) L10-118, tlrepd 1.0, 1.90 5, 1.95, Traverzal
I0-12301
Conecihva irsues CVE Name: CAN-N a1
aehvisory
ActivCard Wzdows XP Actvland Gold 1.21,2.2 ActivCard Fold Cached Static Cybacliotes-d
Corposazion™ ki
Activa PEP Miulepls Active FHP Bockmarks 1.1.01 Astive PHP Bootmarks Multpls High Cybeclloglns-o1
Boplamask:* Filo Inchads
Adalis Informatigee™ | Unix | D-Ferun: Raozoss Filo [acluds High e-2003-04
Adiecon GmbE" Wzdows Bonites Wars Agemt 1.5, WinSyilog =emctve Syilog ] otes-2003-22
£4.21 5PL, 5.0 bata Sarvar Long Masage Remote
Digial of Servica
Adiscon GmbE ™ Wizdows WinSysleg 421 5P Winfyilog Leag Syileg Massags Low Pharliotes-2003-21
Bamoie Dawal of Serice
Adohe Syesams foc ™ | Wizdows VG Viewar 3.0 & pries EVE Viawar Aleetr Mathed Tods Hizh Cybacliotes-2003-21
Expcutios
Adoha Systams fne. ™ | Unix Acrober Bsader (UNTX) 505507, Adeba Unix Acrobar Bsader Cybarliotes-2003-14
203 Emffar Cheeeflow
Adobe Systems Ine.® | Windows SV Viewer 3.0 & proz SV Viewar ‘postURL” & Cybatlotes-2003-21
‘geilTBL" Besiricdon Bypass
Adobe Sysems Ine. ¥ | Windows SV Viewer 3.0 & pror SVE Viewar Active Scripting Ham Cybatlotes-2003-21
Sscunty Bypass
Adeba Syetams, Inc ™ | Wzdows Hcrobe: 5.0, 5.0.5 Acrobat favaScip: Parsing Eigh Cybacliotes-2003-10
Engine
Adecbe Syueems, Iz | Windows Acrobar 405, 4.0 5c, 40, 4052, Acrobat Plug-in Digital Hich CrberNote:- 100307
B59ENT 5.0, 5.0.5, Acrobar Reader 405, Sigmanzre CrberNote:-1003-09
Ungrade svailable & 4.072000, X2, 405, 40,4052, 50,505
expioiy vires" Mac0S, CVE Name: CAN-Z0DI-09
Unix
Asgis Groun™ Wimdows FoxWes 2 ¥ Fon'Wab Reamot Buffar Cwbariiotes-2003-19
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akpop3d Umix zipopdd 04-0.6, 0.7-0.7.5 Cybecliotes-2003-18
Alsbamza™ Mulsple AlaZart 1.0 Cybartiotes-2003-23
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The WARP TOOLBOX_

http://www.warp.gov.uk




WARPSs — A development moede]
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Stage 1. Show the benefits of the WARP to the
community through tailored warning service, so that
everyone feels they are getting a personalised and
valuable service.

Stage 2: Develop trust through encouraging members to
help each other by sharing best practice and giving advice
to each other through WARP facilities.

Stage 3: Encourage members to report their experiences
of otherwise embarrassing attacks or problems
(anonymously if necessary, through the operator) within the
WARP collective learning.

T
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Setting up WARP(s) for the GlyinEs

 NISCC already engaged with Olympics but
awareness low

 Need to identify a champion
* Need to identify community(s)
e The WARP Toolbox — www.warp.gov.uk’

e Fits the right ethos
— NfP, cooperative, collaborative

e [Filtered Warning Software]

7 i-m
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“It IS not from ourselves that we learn
to be better than we are”
~Wendell Berry
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